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Hello, my name is Kent Bye, and welcome to the Voices of VR Podcast. Privacy
is a topic that I've been covering here on the Voices of VR, because I think there’s
so many different implications when it comes to virtual and augmented reality
technologies for what’s that’s going to mean with our data and who has access
to it? And I've always had this issue with companies like Facebook, where they
basically say, “Well, our concept of privacy is we’re going to tell you what we’re
going to record. And as long as we tell you, and as long as you consent, then
everything’s cool.”

I always wondered, “What philosophy of privacy that is based upon?” And it
turns out that that goes way back to like 1973, and eventually the Federal Trade
Commission and this whole history and evolution of privacy, privacy policies,
consumer privacy, government surveillance, and privacy from governments. I
mean, there’s a lot of complications when it comes to looking at the United
States law when it comes to privacy. it’s extremely fragmented, very piecemeal,
very narrowly-scoped. And there’s a lot of discussion that’s happening right
now for the need for a Federal Privacy Law, especially in the light of the GDPR,
which came up with a much more comprehensive framework around privacy
that can be built upon. In the United States, we don’t necessarily have that,
and so there’s a threat that the United States is going to fall behind, unless we
come up with some federal privacy policy law that tries to give a little bit more
coherent approach for how the United States government, as well as companies
face different issues of consumer privacy.

So today’s an epic conversation with Joseph Jerome, he’s a privacy professional
who’s been working on federal privacy policies and legislation for over seven years
now, and has taken in a little bit of a interest within virtual reality starting to
talk a little bit about some of the privacy implications. He gives me an epic
history of the evolution of privacy policy with the United States, and just with
90 minutes gives a great overview. And I actually went through and made
footnotes, and over 150 footnotes so that if you want to deep dive and to dig
into the evolution of privacy policy, there’s going to be lots of different links
that you can go and just dig into. But I think this is a good primer to just
get up to speed as to what’s happening, and some of the different debates and
discussions that are happening around a federal privacy law here in the United
States.



And just as another point of why this is important for if you don’t live in
United States, is that a lot of these major technology companies are based here
in the United States, and so there are practices that they have by default, unless
they’re abiding by the regulations of your local jurisdiction, more likely than
not, then whatever the U S privacy law is going to be dictating what they do
also internationally, just as a kind of baseline. How that actually gets sorted
out, the different compliance officers and privacy folks at Facebook have to sort
that out. But anyway, this is an epic conversation, and we’ll give you up to
speed as to some of the discussions that are happening at the policy level, when
it comes to privacy.

So that’s what we’re covering on today’s episode of the Voices of VR podcast.
So this interview with Joseph Jerome happened on Wednesday, September 23rd,
2020.

So with that, let’s go ahead and dive right in.

Joe Jerome: Hi, my name is Joseph Jerome. I'm a privacy and cybersecurity
attorney based in Washington DC. My day job is I lead multi-state advocacy
work for Common Sense Media, which is a national nonprofit that works to
provide independent research and advocacy on behalf of kids and families. We
do a lot of work to try to improve the digital wellbeing of kids and students in
our increasingly online digital world. Again, I’'m also a privacy person first and
foremost. I've bounced around working in private practice at a law firm to civil
society on a couple of different privacy projects. So I've been immersed in the
federal privacy debate for about seven years now. And increasingly over the past
couple of years, I've been trying to pay a little bit more attention to emerging
immersive technologies and XR. My reasoning for this is multifaceted. I'm a
video gamer. I bought a $25 Virtual Boy on clearance from Electronics Boutique
back in 1996. And I really think as a privacy person, and we should talk about
this, we have messed up or not really done a good job of dealing with data
privacy online, in the emerging Internet of Things, and I really think immersive
technologies is another opportunity for us to really start from scratch and come
up with a better framework that addresses privacy and personal autonomy.

Bye: Yeah, no, I think it’s great, just because, well there seems to be a lot of
motion and momentum right now towards a federal privacy law. Maybe you
could just-

Jerome: I'm a bit cynical on that.

Bye: Okay. Well, I know there’s been a number of different legislations and
laws, and I want to dive into the VR specific things, but first let’s maybe take
a step back — and maybe we should go back even further, what is privacy?

Jerome: Oh no, and I know you’ve mentioned this often. We do not have a
shared definition of privacy, that is clear. I think we’re a good place to start,
and I come at all of this stuff as a lawyer first, which I think clouds my judgment.
Sometimes it makes me think about things very technically as a matter of law



and statutes.

I think it might be useful to your listeners to understand the history of data
privacy in the United States. And this goes back to 1973, actually in the
aftermath of Watergate and a lot of surveillance issues, there was a lot of interest
in agitation in the federal government to think about privacy. And in 1973, the
Health Education and Welfare Agency came out with a report that discussed
privacy, “The State of Automated Systems” in the United States.! And that
report was what established what is now known as the Fair Information Practice
Principles.? So everything that’s the foundation, or the bedrock of privacy laws
in the United States, as well as in Europe, all come from this 1973 report.

And this report talks about how there should be no secret systems and that
people should be given access. And that everyone should be disclosing how
they’re going to be using information, and ensuring it’s correct. Everything
that we think about in privacy laws originates here. And what happened I
think — it’s interesting — is that that report recommended that we create a
United States privacy law, and we eventually created, what’s known as the
Privacy Act,® but that only applies to government agencies. It didn’t cover the
private sector. We can surmise why that happened, lobbying or not wanting to
stifle 1970s innovation. But as a result, the United States went down this road
of approaching privacy in a real piecemeal way.

So we would do privacy laws that impact cable companies. After a Supreme
Court nominees video rental records were revealed by to a reporter, we did video
privacy rules for Blockbuster,* ® which is totally irrelevant. Now we eventually
got to things like health privacy,® and financial privacy,” and education privacy,®
but we never did everything that was comprehensive, and so there are gaps all
over the place. And to get to your question, the road that we’re on now emerged
in the late 1990s. The Clinton administration was trying to figure out this
internet thing, and the US Federal Trade Commission was charged to produce

1U.S. Department of Health, Education and Welfare, Secretary’s Advisory Committee on
Automated Personal Data Systems, Records,Computers, and the Rights of Citizens viii (July
25, 1973). https://www.justice.gov/opcl/docs/rec-com-rights.pdf

2The Code of Fair Information Practices. [Originlly written on July25, 1973]. Retrieved
from https://epic.org/privacy/consumer/code_ fair_ info.html

3The Privacy Act of 1974 (Pub. L. 93-579, 88 Stat. 1896, 5 U.S.C. §552a, enacted Decem-
ber 31, 1974). https://www.justice.gov/opcl/privacy-act-1974

4The Video Privacy Protection Act of 1988 (VPPA) (Pub. L. 100-618;102 Stat. 3195, 18
U.S.C. § 2710, enacted Nov. 5, 1988). https://epic.org/privacy/vppa/

518 U.S. Code §2710. Wrongful disclosure of video tape rental or salerecords. https:
//www.law.cornell.edu/uscode/text/18/2710

SHealthcare Insurance Portability and Accountability Act of 1996 (HIPAA) (Pub. L. 104-
191; 110 Stat. 1936, enacted Aug. 21, 1996). https://www.govinfo.gov/content/pkg/PLAW-
104publ191/pdf/PLAW-104publ191.pdf

"The Right to Financial Privacy Act of 1978 (RFPA) (Pub. L. No0.95-630; 92 Stat. 3741,
enacted September 10, 1978). https://www.fdic.gov/regulations/laws/rules/6000-1700.html

8The Family Educational Rights and Privacy Act of 1974 (FERPA) (20U.S.C. § 1232g; 34
CFR Part 99, enacted August 21, 1974). https://www.law.cornell.edu/uscode/text/20/1232g
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a series of reports that explored privacy.” 0 1 12 And also let’s be clear,
agencies like to expand their authority, get increased budgets. So FTC really
took a claim that it was going to be this privacy enforcer.

And the FTCs initial reports from the late nineties actually said, “We don’t
need a federal law whatsoever. Instead, the FTC can handle everything by
using what’s known as its Section 5 authority to police what are deceptive or
unfair acts and practices in commerce.” And so that’s actually what gets you
to the creation of the Privacy Policy, because the FTC recommended, “Hey,
businesses, you guys should all explain what you’re doing with data. And then
if you don’t do what you say, you don’t keep your privacy promises, we can
come after you.” The state’s actually picked up on this, California introduced
a law in, I believe 2003, CalOPPA,'? that required website privacy policies. So
that took us down this road of everybody’s going to write privacy policies and
that’s going to be how we keep people accountable. Twenty years later, that
clearly has not worked. No one reads these policies. If they do read them, they
don’t understand them. And the policies also don’t get at some of the really
thorny ethical issues about what you should or should not do with information.

Bye: I think that history actually helps clarify a lot of things in terms of
specifically why Facebook could say that their definition of privacy is essentially
that we’re just going to tell you what we’re recording. So there’s a bit of “notice
and consent” that seems to have happened with these privacy policies, but that
seems to be born out of this FTC mandate,'* and you traced back through all
the history for what that is.

But I know that there’s different philosophers of privacy, like Helen Nissenbaum
who has contextual integrity,!® there’s Dr. Anita Allen, who is advocating for
more of privacy as a human right. And some of her thinking was involved in the
creation of GDPR. And then there’s others that have a more libertarian take,

9FTC Releases Report on Consumers’ Online Privacy, June 4, 1998. https://www.ftc.gov/
news-events/press-releases/1998 /06 /ftc-releases-report-consumers-online-privacy

10Privacy Online: A Report to Congress, Federal Trade Commission, June
4 1998.  https://www.ftc.gov/sites/default/files/documents/reports/privacy-online-report-
congress/priv-23a.pdf

1Site Seeing On The Internet, The Savvy Traveler, Federal Trade Comis-
sion (1998). https://web.archive.org/web/20000229073714/http://www.ftc.gov/bep/conline/
pubs/online/sitesee/index.html

12About Privacy, Federal Trade Commission (1998).  https://web.archive.org/web/
19991109041140/http://www.ftc.gov/privacy/index.html

13The California Online Privacy Protection Act of 2003 (CalOPPA), (Stats. 2003, Ch.
829, Sec. 3., effective as of July 1, 2004). https://leginfo.legislature.ca.gov/faces/codes_
displaySection.xhtml?lawCode=BPC&sectionNum=22575.

14 A Brief Overview of the Federal Trade Commission’s Investigative, Law Enforcement, and
Rulemaking Authority. Federal Trade Commission. https://www.ftc.gov/about-ftc/what-we-
do/enforcement-authority

15A. Barth, A. Datta, J. C. Mitchell and H. Nissenbaum, Privacy andcontextual integrity:
framework and applications, 2006 IEEE Symposium on Security and Privacy (S&P’06),
Berkeley/Oakland, CA,2006, pp. 184. Retrieved from https://www.andrew.cmu.edu/user/
danupam/bdmn-oakland06.pdf on March 10, 2020.
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like Dr. Adam Moore, who, he sees privacy more as like a copyright that you
could license out, as an example.'6

So there seems to be this deeper level of the philosophy of privacy, of what
privacy is and what it should mean. And then it gets filtered through this FTC
regulation and law that then has a definition of privacy, meaning that we can
collect just about anything that we want, and we just have to tell you about it.
And if we tell you about it, then it’s okay.

Jerome: Right. And I think that the real challenge is, who gets to decide
or define privacy really matters here. So Professor Nissenbaum, her theory of
contextual integrity is really, really interesting, and everybody’s adopted this
idea that privacy really depends based on context. And if you're sharing your
medical history with the doctor, you understand that, but you don’t expect him
to share it onward. But what always tends to be missing is that she did follow
up writing after that, because her idea was adopted by all sorts of different folks,
industry groups liked it, privacy groups liked it, the Obama administration, and
it’s 2012 Consumer Privacy Bill of Rights'” '® used the notion of contextual
integrity. And she pointed out that everybody was using that in a slightly
different way. And if you define contextual integrity based on whether you're
just disclosing information, or if it’s in the context of what governments want
or what companies want, it subverts her initial aim, which was to get at how
society socially constructs our relationships.

So contextual integrity is a really interesting idea that has, I think, unfortunately
been warped by all these different proposals that we’'ve seen. And I think the
other real tricky challenge — and I don’t think I ever answered your question
about what I think privacy is — is that we oftentimes conflate — and this is
certainly what we’re locked into right now with the debate about federal privacy
legislation. We have what is known as sort of “Commercial consumer privacy,”
you know, how are Google and Facebook and a treat your information? What
rights did you have to that? And that is entirely divorced from the larger debate
about government surveillance, and what does privacy mean under the Fourth
Amendment? Now, I think both of those conversations should inform each
other, but as a matter of law and active policy, they don’t. Again, I'm based
in DC, so I’'m probably a denizen of the swamp, and pretty frequently you see
organizations that are really immersed in consumer privacy. And I don’t mean

16privacy Conference: Law, Ethics, and Philosophy of End User Responsibility for Privacy
[Video File]. Recorded on April 24, 2015. Retrieved from https://www.youtube.com/watch?
v=8WIB_ 2isRxw on March 10, 2020. University of Pennsylvania Carey Law School, Center
for Technology, Innovation and Competition Privacy Conference Website. https://www.law.
upenn.edu/institutes/ctic/conferences/privacy/schedule.php

7FTC Issues Final Commission Report on Protecting Consumer Privacy.U.S. Federal Trade
Commission. March 26, 2012https://www.ftc.gov/news-events/press-releases/2012/03/ftc-
issues-final-commission-report-protecting-consumer-privacy

18Consumer Privacy Bill of Rights, Consumer Data Privacy in a Networked World: A
Framework for Protecting Privacy & Promoting Innovation in the Global Digital Economy,
February 23, 2012. https://obamawhitehouse.archives.gov/sites/default/files/privacy-final.
pdf
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this to throw anybody under the bus, but Consumer Reports, they’re doing
really excellent work on what’s known as, “The Digital Standard” to try and
rate and review products based on how they’re protecting privacy, how they’re
thinking about data security.!® But Consumer Reports won’t touch government
surveillance issues with a 10-foot pole.

On the other side of that dynamic, you've got a lot of groups that are really
concerned about the government because Google and Facebook and Axiom and
Equifax, they can profile us into oblivion, but they can’t put us in prison, and so
we need to focus on government-controlled information. And so they won’t talk
about how companies are using information, and that divide really manifests
itself in a way that has been really hard to get a good piece of federal privacy
legislation moving.

Bye: Well, let’s talk about this connection between the government and the
companies, because there is a bridge there in what I see at least from the Fourth
Amendment being unreasonable searches and seizures, so we should have, espe-
cially in enclosed spaces.?® And there’s lots of laws that have come out to say,
“Okay, how do you define where we have a reasonable expectation of privacy?”
But according to all the cyberspace laws that have come out, all of the cy-
berspace is essentially a public domain, where with the third-party doctrine,?!
any information you give over to a third party has no reasonable expectation
to remain private. So in what Snowden documents have come out, there seems
to be a pretty strong link there between information that we give over to these
third parties and then the governments with Project Prism and all these other
leaks that came out from Edward Snowden. And Snowden has said that the
third-party doctrine has been this bridge for how the US government has been
able to justify this mass surveillance, which I know that there’s been some recent
court appeals rulings around that as to whether or not this mass surveillance
was legal or not, and actually saying that it wasn’t legal. But at the same time,
we still have this issue of the third-party doctrine. This interpretation that
would require a Supreme Court case and interpretation, the Carpenter Case??
seems to be an early indication that it’s moving towards a world where it’s not
just a blanket, there is a little bit more contextual dimensions being introduced
there. But maybe you could catch us up a little bit on this third-party doctrine
and this issue of privacy here?

Jerome: Well, so I think you’re right that the Supreme Courts or our judicial

9Consumer Reports Launches Digital Standard to Safeguard Consumers’ Security and
Privacy in Complex Marketplace. March 6, 2017. https://www.consumerreports.org/
media-room/press-releases/2017/03/consumer__reports_launches_ digital _standard_ to__
safeguard__consumers_ security and_privacy in_complex marketplace/

20Gilad Yadin, Virtual Reality Surveillance (February 15, 2017). Cardozo Arts & Enter-
tainment Law Journal, Vol. 35, No. 3, 2017, Available at SSRN: https://ssrn.com/abstract=
3043922

21The Fourth Amendment Third-Party Doctrine. Congressional Research Service (June 5,
2014). https://fas.org/sgp/crs/misc/R43586.pdf

22Carpenter v. United States, 585 U.S. , No. 16-402. (Argued: November 29, 2017,
Decided: June 22, 2018)https://www.oyez.org/cases/2017/16-402
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understanding of what constitutes what’s protected under the Fourth Amend-
ment is a mess. There’s all sorts of scholars from Orin Kerr,?? 24 to Daniel
Solove ® that have highlighted just the problems with how we think about the
Fourth Amendment. And we’re seeing this — if you look at the court cases where
— the best example of this is US v. Jones,?® which is a precursor to Carpenter,
which was where the Supreme Court held that attaching a GPS device to a car,
and then monitoring that device for a long period of time — they don’t specify
what becomes a long period of time — constitutes a search under the Fourth
Amendment. It’s a unanimous decision, but there’s three different opinions.

Some of the justices are using a property rationale like, “You've attached a
physical thing to a car, and the Fourth Amendment is trying to protect our
persons, property in our effects” You've got another set of justices that are
saying, “Well, there’s just too much information going on here, and this offends
our notion of a reasonable expectation of privacy.” And that emerges out of a
Supreme Court case in 1967, the Katz case,?” which is when the Supreme Court
shifted from thinking about privacy, in terms of property, to privacy in terms
of reasonable expectations.

And then you have Justice Sotomayor in the middle, who’s just acknowledging
there’s a whole lot of going on here. She appears to embrace what’s known
as the Mosaic Theory, 2® where when you have all sorts of information coming
from different places, it upsets this entire balance.

And so, you don’t actually have a decision of what type of vision for privacy
that we want in the future.

But I do think that the courts in general — it’s not just the Supreme Court — are
really waking up to technology. I mean, traditionally, these are old people that
have never so much as used an email account. But you look at a case Riley v.
California in 2014,%° when the Supreme Court notes that — usually, when you’re
arrested, police can search your immediate surroundings to protect themselves,
and they were using that as an excuse to say, search cellphones. And you had
the Supreme Court acknowledging that cell phones are collecting in one place,

230rin  S. Kerr, The Curious History of Fourth Amendment Searches (Septem-
ber 30, 2012). 2012 Supreme Court Review 67 (2013). Available at
SSRN:https://ssrn.com/abstract=2154611

240rin S. Kerr, The Fourth Amendment and New Technologies: Constitutional Myths and
the Case for Caution, 102 Mich. L. Rev. Issue 5 (2004). https://repository.law.umich.edu/
cgi/viewcontent.cgi?article=1722&context=mlr

25Daniel J. Solove, Fourth Amendment Pragmatism, 51 B.C. L. Rev. 1511
(2010),https://lawdigitalcommons.bc.edu/bclr/vol51 /iss5/4

26United States v. Jones, 565 U.S. 400, (Argued: Nov 08, 2011. Decided: January 23,
2012)https://www.supremecourt.gov/opinions/11pdf/10-1259.pdf

27Katz v. United States : 389 US 347. (Argued: October 17, 1967. Decided: December 18,
1967). https://www.oyez.org/cases/1967/35

280rin S. Kerr, The Mosaic Theory of the Fourth Amendment, 111 Mich. L. Rev. 311 (2012).
Available at:https://repository.law.umich.edu/mlr/vol111/iss3/1

29Riley v. California, 573 U.S. 373, (Argued: April 29, 2014. Decided: June 25, 2014).
https://www.supremecourt.gov/opinions/13pdf/13-132_ 819¢.pdf
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all sorts of different types of information. And no, searching through contact
lists and photos of a phone when you’re arresting someone has nothing to do
with an officer’s safety. So you're seeing this dynamic at work.

And one thing I guess I would push back on you at, is the Supreme Court
isn’t necessary to overturn the third-party doctrine. Congress can play a role
here. Congress can set the standard. One really important piece of legislation
that was passed in 1986 is the Electronic Communications Privacy Act.3? That
was a response to the court’s understanding of where and when you require a
warrant or other types of legal process to intercept electronic communications.
The Fourth Amendment is a baseline. Congress can build on top of that, and
States have done it. Utah3! and California3? have both passed laws that require
different types of warrant requirements around information.

And to talk about how this impacts XR, we’'ve seen how it trickles into other
types of data areas. A really interesting example of this is in California. Cities
like Los Angeles are working on the mobility data specification. 33 They want to
create a digital twin — and this has implications for AR — for the transit system.
And to do this, they want to collect every bit of information from scooters, but
eventually drones, autonomous vehicles, in their city to manage transportation.

And you’ve got an ongoing lawsuit right now from the Electronic Frontier Foun-
dation and the ACLU of Southern California, saying that this violates California
State Law about where and when government can get access to information.3*
We've seen other instances where courts have really — and this is I think, very
relevant for virtual reality and augmented reality — courts have under ECPA
[Electronic Communications Privacy Act3®, which is a reform of the Stored
Communications Act3¢], what’s known as a “content versus non-content distinc-
tion.”” So the content of emails can be protected, but the metadata might not

30Electronic Communications Privacy Act of 1986 (ECPA), (Pub. L.99-508, 100 Stat. 1848,
18 U.S.C. §§ 2510-2523, enacted on October21, 1986). https://www.congress.gov/bill/99th-
congress/house-bill /4952 [More context at: https://epic.org/privacy/ecpa/|

31New Utah Privacy Law Expands Warrant Requirement for Individuals’ Data Held by
Electronic Communications Service Providers. Enacted on March 27, 2019. https://www.
jdsupra.com/legalnews/new-utah-privacy-law-expands-warrant-47340/

32California Enacts CalECPA, Requiring a Search Warrant to Obtain or Access Users’
Electronic Information. Enacted on October 8, 2015. https://www.jdsupra.com/legalnews/
california-enacts-calecpa-requiring-a-40462/

33Los Angeles Department of Transportation, Mobility Data Specification, October 31, 2018.
https://ladot.io/wp-content /uploads/2018/12/What-is-MDS- Cities.pdf

34EFF, ACLU File Lawsuit to Stop Los Angeles From Collecting Real-Time Track-
ing Data on Citizens’ Rental Scooters. Electronic Frontier Foundation. June
8, 2020. https://www.eff.org/press/releases/eff-aclu-file-lawsuit-stop-los-angeles- collecting-
real-time-gps-tracking-data

35Stored Communications Act: Reform of the Electronic Communications Privacy Act
(ECPA). Congressional Research Service. May 19, 2015. https://fas.org/sgp/crs/misc/
R44036.pdf

36Stored Communications Act (SCA) (Pub.L. 99-508, 100 Stat. 1848,1860, §§ 27012712,
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be. And under a Sixth Circuit opinion in 2010 US v. Warshak,3® you really have
the court saying, “Obviously content should have extra protections. There’s no
way Congress intended to let content get into the hands of law enforcement
without legal process.” And so that applies to the contents of emails, but you
could imagine that applying to some of the really deep and detailed information
being created in virtual space.

Bye: Yeah, I guess I should give a disclaimer that I am not a lawyer, but I like
to play one on my podcast sometimes. So I appreciate the distinctions there.

Jerome: I mean, really, this is me getting on an advocacy, banging my drum.
We really do need new legislation. Like this conversation about how we need
to have Federal Privacy Law, everybody seems to agree that, yes, we need an
update. But we also clearly need updates as to where, when, and how govern-
ments can get access to this information. And the sad part is unfortunately, our
political system, at least the United States, is so broken right now, despite the
fact that we all agree, we can’t seem to get anything done. Congress is its own
beast. I think what’s really important for your listeners to understand is that so
much of the debate around federal privacy legislation is going on in the House
and Senate Commerce committees,3? and that’s very distinct from the judiciary
committees, which basically, those are the committees that pass things like the
USA Freedom Act,*® and other types of surveillance reform around the NSA, in
the wake of Edward Snowden. And unfortunately, sometimes committees don’t
always play nice together and there’s turf warfare.

Bye: Yeah, so the one I watched today was the commerce one, I believe. And so
there was yeah, things being cast through that economic lens, and not wanting to
bring too much regulatory burden. But before we dive into that, I wanted to ask
another, I guess, legal question, which is, when I talked to Sarah Downey who
has been investing as a VC, but also has a background in privacy law. She said
that this reasonable expectation of privacy, in some sense, that’s something that
is culturally defined.*! It’s a normative standard that evolves over time based
upon what people are doing. So as we are giving away more and more of our
private data over time, then it seems to me that our reasonable expectation of
privacy is perhaps therefore weakened, which would then allow the government
to do a lot of those same things that these surveillance capitalism companies have
been doing. Do you any comment on how do you determine what a reasonable
expectation of privacy is?
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Jerome: No one really knows. I mean, the problem with the original Katz
test is it was supposed to have both objective and subjective expectations of
privacy.*> You know, both the individual locked themselves in a phone booth,
and that society recognizes that we wouldn’t interrupt someone in a phone
booth. I think what you’re describing is what’s been known as the “one-way
ratchet,” where that test invariably leads to less and less privacy. And I think
there’s some merit to that, particularly when you have government get into the
debate, because they will constantly say that type of argument.

I would push back, and I think actually judges have pushed back pretty strongly,
and we’re seeing this more and more with cell phones and location data, where
the government comes to the court and says, “Well, clearly people know that
they’re giving this information away. There’s no problem here.” And the judges,
again, maybe because they’re old or maybe because they are seeing this the way
we're seeing it saying, “No, no, no, wait, wait, wait, wait, wait, wait, wait. Just
because — and this gets to a theory of context, just because people are forced by
society, we need to have cell phones to function now. And just because people
are expecting to give away really sensitive information to doctors or other types
of professionals, doesn’t mean that they thought that everyone, anywhere, for
all time, forever, will get this information.

The Supreme Court in its line of third-party doctrine cases in the 70s and 80s,
they clearly keep expanding this doctrine in ways that have privacy advocates,
and folks like me wondering, “What are they thinking?” And because they’re
seeing these things happen one at a time. Oh, police are looking at trash. Police
are flying a helicopter over a yard.

But I think it’s really important that — there was a case in the late eighties where
the Supreme court acknowledges that Dragnet type law enforcement practices,
those are going to require courts to establish different constitutional principles.*3
And T think that’s what we're seeing now. For a long, long time, all of this
super advanced technology was really expensive for law enforcement. There’s a
really excellent article in the Yale Law Journal from Ashkan Soltani and Kevin
Bankston, it tries to basically evaluate the cost of surveillance.** And the thing
is, surveillance has become so cheap now for law enforcement agencies, that the
protections are all out of whack. And I think what you’re seeing in all of these
Supreme Court cases — but also at the district and circuit court levels — is the
courts trying to rebalance what privacy means under the Fourth Amendment.

Bye: There seems to be this tension between trying to mitigate existing harm
that’s already being done, but also to prevent future harms without unduly
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trying to block innovation from smaller players. So there’s this tension between
wanting to address the harms that are being done, but also to not create some
regulatory capture from these major players — that they’re the only ones who
can afford to even actually follow those rules. And that seemed to be a big part
of the discussion of that tension between the small businesses versus the big
major tech corps, who have the resources to be able to follow these.

So how does that get resolved when you think about these issues around privacy?
And how do you actually negotiate, what seems to be this polar opposite tension
between trying to prevent consumer harm, versus not trying to block innovation?

Jerome: Me personally? Or the wider world? Part of it is, we don’t thave
shared definitions of harms. I do think the notion of a privacy harm has ex-
panded. If you go back in time ten, twenty years, everyone understood that
IP theft was a harm, there was a financial harm there. Other types of actual
abuses, so for example, where Ashley Madison was the adultery website reveals
all this information, that type of embarrassment that was leading people to
commit suicide, or get divorced, people finally acknowledged, “Oh, that’s a real
harm.”#> People obviously understand physical injury is a harm, but we haven’t
been so good at figuring out what are autonomy harms. What are reputational
harms? The types of things that really get at the problems with our digital
economy? The idea of we're all being put into filter bubbles and otherwise
being manipulated to give up more information, that hasn’t been very easily
defined or cognizable as a privacy harm.

There’ve been efforts to expa